ASIA US INDUSTRIAL JOINT STOCK COMPANY

Lot 1, Thai Hoa- Lien Son- Lien Hoa Industrial Zone, Hoa Son Town, Lap Thach District, Lap Thach,
Vinh Phuc Province, Viethnam 15000 961489689

SCAN SECURITY AUDIT (ONSITE)

Report # EAC-2024-07-0387-CAPA-V4
Audit Submitted Jul 22, 2024
Compliance Score 99%

Audit Type EXTERNAL AUDIT




Location Information

ASIA US INDUSTRIAL JOINT STOCK COMPANY

Lot 1, Thai Hoa- Lien Son- Lien Hoa Industrial Zone, Hoa Son Town, Lap Thach District, Lap Thach, Vinh Phuc

Province, Vietnam 15000 961489689

SCAN ID VN83Z3318LAS
Point of Contact Name Ms. Trinh Thi Phuong Anh/ Deputy Director
Point of Contact Email anhttp@amy.vn

Contact Name Phone Email

dungntv@amy.vn

Location ASIA US INDUSTRIAL JOINT STOCK COMPANY
Primary Location Yes
Critical Location No
Assigned Auditor BSI Group
Schedule Date Jul 15, 2024
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Audit Summary

Pre-CAPA
Audit Submitted a Compliance Score Pre-CAPA 0
Jul 22, 2024 98%0

Compliance by Category

Agricultural Security 100%
Business Partner Requirements 100%
Conveyances and Instruments of International Traffic 96%
Cyber and Information Technology Security 94%
General 100%
Personnel Security 100%
Physical Security 99%
Procedural Security 98%
Risk Assessment 100%
Seal Security 100%
Security Training & Threat Awareness 100%
0 20 40 60 80 100

B 98% (Jul-2024)

Compliance by Category - Last 3 Audits

Agricultural security 100%
100%
100%
Agricultural Security
100%
Business Partner Requirements 92%
96%
Conveyances and Instruments of International Traffic
100%
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94%

Cyber and Information Technology Security 75%
100%
100%
General 100%
0%
100%
Personnel Security 92%
92%
99%
Physical Security 93%
97%
98%
Procedural Security 91%
100%
100%
Risk Assessment 93%
74%
100%
Seal Security 100%
100%
100%
Security Training & Threat Awareness 100%
69%
| 0%
Security Vision and Responsibility | 0%
100%
0 20 40 60 80 100

B 98% (Jul-2024) [ 91% (Aug-2022)
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Audit Summary

Post-CAPA
CAPA Submitted Date (Last) Compliance Score Post-CAPA c
Aug 02, 2024 99%

Compliance by Category

Agricultural Security 100%
Business Partner Requirements 100%
Conveyances and Instruments of International Traffic 100%
Cyber and Information Technology Security 100%
General 100%
Personnel Security 100%

Physical Security 99%

Procedural Security 98%
Risk Assessment 100%
Seal Security 100%
Security Training & Threat Awareness 100%

0 20 40 60 80 100

B 99% (Aug-2024)

Compliance by Category - Last 3 Audits

0%
Agricultural security 100%
100%
100%
Agricultural Security | 0%
0%
100%
Business Partner Requirements 100%
97%
100%
Conveyances and Instruments of International Traffic 100%

100%
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100%
Cyber and Information Technology Security 92%
100%
100%
General 100%
0%
100%
Personnel Security 100%
100%
99%
Physical Security 100%
100%
98%
Procedural Security 100%
100%
100%
Risk Assessment 100%
98%
100%
Seal Security 100%
100%
100%
Security Training & Threat Awareness 100%
100%
0%
Security Vision and Responsibility | 0%
100%

T T T T T

0 20 40 60 80 100

B 99% (Aug-2024) [ 99% (Sep-2022) 100% (Oct-2020)
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Business Profile Information

Does the facility participate in any No
government, local customs, or World

Customs Organization (WCO) accredited

facility security program?

Does the facility hold a Government Supply No

Chain Security Certification?

Has the facility been reviewed or audited by Yes

this program?

Primary Industry of Operations Ceramic

Product Type / Commodity Ceramic tiles and floor mats
Year Established 2015

Grounds Size (Square Meters) 320000

Number of Buildings 2

Facility Size (Square Meters) 280000

Number of access points? (i.e. gates, exterior 1

doors)

Hours of Operation Working days: Monday to Saturday Working hour for

Office area: 8:00 A.M. - 5:00 P.M. Lunch break from
12:00 P.M. - 01.00 P.M. Working hour for Production
area: Under 3 shifts: 6:00 A.M. - 2.00 P.M./2:00 P.M. -
10:00 P.M./10:00 P.M. - 6:00 A.M. Break time: 10:00
A.M. - 10:30 A.M./ 5:00 P.M. - 5:30 P.M./ 0:00 A.M. -
0:45 A.M.). And no overtime working.

Number of Employees greater than 500
Number of Contract Employees 0

Number of Inhouse Security Guards 27

Number of Contract Security Guards 0

Number of Migrant Workers 0

Annual Revenue 10 - 50 Million
Does the facility outsource any No

manufacturing services?

If yes to outsourcing any manufacturing NA
services, please describe services outsourced
and country location.

What countries does this facility export to? USA (60%), others (40%)
Does this facility have affiliate locations No

where any work is conducted or product

stored?
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Does the facility outsource any transportation Yes

services?
Company Name Contact Email Contact Email Per_centage
of time
VIET A TRANSPORT SERVICE Mr. Le Cong Tel: 20
TRADING COMPANY LIMITED Quyet/Directior. 0914827356
AN TRANG LOGISTICS JOINT Mr. Ha Tuan Tel: 50
STOCK COMPANY Phuong/Directior. 0982971599
OPL LOGISTICS JOINT STOCK ["r' Lg Vu T“gg | Email: N/A Tel: -
COMPANY am/Deputy Genera 84 3203574188
Director.
Does this facility partner with any sales agent No
or vendor representatives?
Enter location address as it appears on the Lot 1, Thai Hoa - Lien Son - Lien Hoa Industrial Zone,
business license for this location. Hoa Son Town, Lap Thach District, Vinh Phuc Province,
Vietnam.
Name of Auditor Completing this Audit (First DungTien Tran
and Last Name)
Auditor Certification # 249568-185573
Name of onsite Factory Representative (First Ms. Trinh Thi Phuong Anh/ Deputy Director
and Last Name)
Factory Representative Email Address anhttp@amy.vn
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Audit Responses

Audit Assigned 5 Due Date 5 Overall Compliance Score
May 31, 2024 Jul 15, 2024 99%

General 100%

1 Does the business license match the current location name and address as listed on the
audit sheet? Please attach photo of business license.

® Yes

No
12.pdf
Comments: The current location address of the facility on business license as Lot 1, Thai Hoa - Lien Son - Lien
Hoa Industrial Zone, Hoa Son Town, Lap Thach District, Vinh Phuc Province,

Vietnam.

2 Is there a primary point of contact (POC) identified regarding security matters?

® Yes

No
Comments: Ms. Trinh Thi Phuong Anh/ Deputy Director, appointed as POC regarding security matters.
Email: anhttp@amy.vn
Cellphone: 0961489689/ 0976831987

3 Did the auditor review previous SCAN audit CAPAs in preparation of this audit?

Only select NA if there was not an audit previously conducted with CAPAs assigned.

® Yes
No
NA

Comments: Auditor reviewed previous SCAN audit CAPAs in preparation of this audit.

4 During the current audit, were all previous CAPAs found to have been appropriately
addressed/ mitigated as per the CAPA instructions provided?

® Yes
No

Comments: During the current audit, all previous CAPAs found to have been appropriately addressed/ mitigated

as per the CAPA instructions provided.
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5 Has the audited location recently (within the last 60 days) participated in the free SCAN
Factory and Supplier Training provided in advance of this Audit?

@ Yes (please attach photo of training certificate)
PDF
No
21.pdf

Comments: The facility personnel have been completed SCAN Factory and Supplier Training within last 60 days in
advance of this audit. The last training completed on 06.06.2024

6 Has there been a Social Compliance or Responsible Sourcing Audit in the last 24 months
that addresses the facility's employment practices?

@ Yes -- please provide audit date, audit firm who conducted audit, and audit score
No -- Audit Report on file is older than 24 months

Never/no record
Comments: The facility has been audited of Social Compliance and Responsible Sourcing Audit.
- CB: TUV
- Date: 16-18.06.2024
- Score: C

Risk Assessment 100%

7 Does the facility have a risk assessment that identifies vulnerabilities in the business plan?

® Yes
No

Comments: The facility had a risk assessment that identifies vulnerabilities and addresses in the business plan.

8 Is the facility risk assessment shared with business partners and contractors?

® Yes
No

Comments: The facility shared a copy of their risk assessment to business partners and constractors.

9 Does the facility risk assessment include vulnerabilities specific to contracted service

providers such as contractors, seasonal employees etc.?

® Yes
No

Comments: The facility risk assessment included vulnerabilities specific to contracted service providers (transport
service companies).

10 Is the facility risk assessment updated periodically?

(® Last update within the past 12 months

Last update between 12 months and 18 months
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Last update between 18 months and 24 months

No updates noted or last update greater than 24 months ago

Comments: The facility risk assessment updated on 15.06.2024 that show it has been updated within 12 months.

1 Define the facility's cargo movement management process. (Select all that apply)

Only select NA if the cargo movement is hot managed or facilitated by the facility.
A written cargo process map is available
The cargo process map includes transit times from origin to final container yard
The cargo process map includes locations where freight may be at rest
No written cargo process map is available

NA
Comments: A documented cargo map process in place including transit times from the origin to the final
container yard, and included potential points where freight may be at rest.

12 Define the facility's crisis plan. (Select all that apply)

Documented crisis plan available
Crisis plan includes reporting crisis-related issues to business partners as necessary
Crisis plan includes alternative locations if facility is rendered unusable

No documented crisis plan available
Comments: The facility has a documented crisis response plan date 01.07.2022 that included: Reporting crisis
issues to business partners, alternative location if facility is rendered unusable.

Business Partner Requirements 100%

13 Does the facility contract services such as security, transportation or manufacturing labor?

® Yes
No
Comments: The facility contracted with 01 transport service companies. Staffs and workers are employed directly
by the facility .

14 Does the facility review and provide copies of security criteria to business partners,
particularly those that support international supply chain activities?

@ Yes - Security criteria reviewed and provided in local language
Yes - Security criteria reviewed and provided in English only
Yes - Security criteria is reviewed but not provided to business partners

No - Security criteria is not reviewed with all business partners
Comments: The facility reviews and provide a copy of security criteria to business partner involved in

international supply chain activities. The security criteria written in Viethamese.
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15 Does the facility have written procedures used in the selection of business partners
including: material suppliers, manufacturers, and logistics service providers? (Select all that apply)
Documented screening process is available
Screening process is done on an annual basis
Screening process includes looking for evidence of money laundering and terrorism funding
Screening process includes monitoring for financial stability
No screening process takes place
Comments: A documented security procedure "MH-HD.003 date 20.02.2024" in place to manage screening
process of new and current business partners and require screening of business partners and monitoring for
financial stability, looking for evidence of money laundering and terrorism funding to be done on annual basis (the
latest logistic servives, material supplier selection conducted on 04.07.2024).
16 Are the facility's contracted business partners required to conduct an annual security risk
assessment of their operation?
(® Yes - Annually
Yes - every 2 years
Yes - At time of contract initiation only
No
Comments: The facility's contracted business partners required to conduct an annual security risk assessment of
their operation. The 03 Transportion services conducted latest on 04.07.2024
17 Does the facility require business partners to provide a statement of compliance or
complete a questionnaire highlighting CTPAT Minimum Security Requirements that are in place? Is the
statement or questionnaire renewed annually? (Select all that apply)
Compliance Statement and/or Security Questionnaire required
Renewed annually
No
Comments: The business partners are required to provide on an annually a signed statement of security
compliance.
The signed compliance statement recently provided by transport service and sercurity service, material suppiers
company on 01.07.2024.
18 If there are areas of non compliance found on the questionnaire, does the facility require
corrective action plans from the business partner with evidence of implementation?
® Yes
No
Comments: The business partners are required to provide CAPAs in case of non-compliance with minimum
security requirements are being found.
Cyber and Information Technology Security
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19 Does this facility have internet and computer network systems?
® Yes

No

Comments: The facility has computer network system and internet connection.

20 Does the facility have a comprehensive written cyber security policy to protect information
technology systems? Is the policy reviewed and updated annually?

@ Policy is written and was updated within the past 12 months
Policy is written and was updated within the past 12-18 months
Policy is written but last update was greater than 18 months ago

No written policy is available
Comments: A documented cybersecurity procedure "HCNS-QC-003" in place that to protect IT systems and

identify and resolve threats. The procedure reviewed on 25.08.2023 shows it updated within 12 months.

21 Does the facility have firewall and anti-malware software installed to identify, protect,
detect, respond and recover their network? (Select all that apply)

Firewall deployed
Anti-malware software installed

No firewall or anti-malware software deployed
Comments: The facility have firewall and anti-malware software installed to identify, protect, detect, respond and

recover their network.

22 How frequently are updates performed on firewall and malware software?

@ Software updates are automatically deployed from the software providers
Manual updates installed by on site IT services as needed

No updating is performed
Comments: The software updates are automatically deployed from the software providers

23 Are test scenarios conducted to identify open ports and IP addresses that create vulnerable
access to the internal network?

(® Vulnerability tests are conducted by IT personnel

No vulnerability tests are conducted
Comments: IT Team conducts system tests to identify open ports and IP addresses that create vulnerable access
to the internal network. The record is from 26-29.06.2024.

24 What actions are taken when problems are identified while testing firewall, malware, and

other network vulnerabilities?
No options available
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Comments: Isolate the associated computer

Report to the Security Officer

Report to the factory leader (in charge of security)
Report to law enforcement and/or clients (if necessary)

55 To whom does the facility report cybersecurity threats and attempts at unapproved
access to network systems? (Select all that apply)

Senior management
Internal business partners
External business partners
Customers / suppliers
Government agencies

No reporting process and procedure in place
Comments: The facility defines reporting process that cybersecurity threats and attempts at unapproved access
required to report to:
- IT team and facility high-level management,
- Internal business partners,
- External business partners,
- Customers, and

- Government agencies.

26 Are automated systems in place to monitor and prevent attempts of unauthorized access
and tampering with systems and/or electronic data?

® Yes
No

Comments: User-account with login credentials in place to control access of computers. The computers are

automatically locked in case of incorrect password input more than 03 times.

27 Does management regularly review the employees with network access in order to restrict
access to only those applications required to perform current job requirements?

(® Management reviews monthly
Management reviews quarterly
Management reviews annually

No management review conducted
Comments: The review process is conducted by high level personnels on every month regarding with restrict
access computer and network, to sensitive data and documentation to authorized persons and job function requires
(The latest was conducted on 06.07.2024)

o8 Must Is there a written procedure to remove network access for employees who are terminated
or on leave longer than vacation?
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@ Yes, written process includes long term leave and terminated employee's access removal

Yes, written process is available, but it does not include long term leave, only terminated
employees access removal

No written process was available for removing network access for terminated employees at the
time of audit

Comments: There is a written procedure to remove network access for employees who are terminated and long

term leave than vacation.

29 How is computer access managed at the factory? (Select all that apply)

Passwords are required
Passwords must be complex
Passwords are changed periodically.

No passwords are required
Comments: Login credentials with password is required to access computers. Login password is changed within

90 days and required with at least 8 characters but not requied password must be complex.

CAPA Assigned 2024/07/24 | Due Date 2024/09/22 (| Included in scoring |

CAPA: Include in your cybersecurity policy to require password access to network systems.

- If you have already implemented, please describe in the comment section when and how you completed the
corrective action or implemented the process. Please attach a photo of the process with the title and description of
document.

- If you will implement, please provide your corrective action plan and the timeline (future date) for completion and
implementation of the process in the comment section.

CAPA Guidance: The policy must include at a minimum:

- computer access must be password protected

- Passwords must be complex and changed every 90 days or if there is unauthorized access/breach in IT security

- If no passwords are required, other forms of authentication (fingerprint, electronic ID cards, etc.) is acceptable.

Comments section must include actions completed or to be taken. If attaching a document, please explain which
page will be the start of your process.

CAUTION: Selecting option "Will not implement/ will not comply with corrective action request" is indicating that
you acknowledge that your final score for this question will lose points and may be negatively viewed by SCAN
Members.

(® Already implemented
Will implement

Will not implement/ will not comply with corrective action request
29.ng
Comments: We have established Security Policy and Procedure No. MR-CS.002 issued on July 25, 2024 (page 22,

section 3.10) including:

- computer access must be password protected

- Password must be complex (consist of at least 8 characters, including: at least 1 capital letter, 1 special character
and 1 numeric character) and be changed every 3 months or if there is unauthorized access/breach in IT security
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Acceptance Comments: Accepted

30 If employees and/or contractors are permitted to access information technology (IT)
systems remotely, is a virtual private network (VPN) or similar software used to control access?

(® Remote access is permitted and VPN or similar software is used
Remote access is permitted but no VPN or similar software is used to control access

Remote access is not permitted
Comments: The facility cybersecurity allow customer to access to their network system remotely. When remote
access requires the use of VPN but not allowed contractor access to their network system remotely.

31 Do all security policies apply to personal devices that connect to the network?

@ All security policies apply and the facility does not permit personal devices to connect to the
network without using a VPN or similar software

All security policies apply to personal devices

Security policies do not apply to personal devices
Comments: Use of personal IT devices not permitted connect to facility internal network system.

32 Does IT security limit and monitor the downloading of software and access to external
websites?

Yes

® No
Comments: The IT security did not limit and monitor the downloading of software and access to external
websites.

CAPA Assigned 2024/07/24 | Due Date 2024/09/22 [ Included in scoring ]

CAPA: This is a best practice. Please consider developing a policy limiting who and how external websites can be

accessed and who is permitted to download software.

If you have already implemented, please describe in the comment section when and how you completed the
corrective action or implemented the process, and upload the photographic evidence of completion. Otherwise,
please comment that you acknowledge your consideration of implementing this process in the future.

CAPA Guidance: This policy must include at a minimum:

- monitoring access to external websites and downloading software

- criteria that limits access to external websites and downloading software

(® Already implemented
PDF

Acknowledged - Will consider implementation in future > odt
32.pdf

Comments: We have established Information Technology Security Policy No. HCNS-QC.003 issued on August 25,
2023 (page 7&8, section 6.2) including: monitoring and criteria that limits access to external websites and
downloading software We have been doing this since July 16, 2024 (see attached documents and photo evidence)
Acceptance Comments: Accepted

Already implemented
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Acknowledged - Will consider implementation in future

Comments: We have established Security Policy and Procedure No. MR-CS.002 issued on July 25, 2024 (page 23,
subsection 8, section 3.10) including: monitoring and criteria that limits access to external websites and
downloading software

Reopen Comments: Please refer to our CAPA guidance to describe how you implemented the requirement in the

comments area, with a date of implementation provided.

33 How frequently is data backed up for this facility?

Data is backed up daily
(® Data is backed up weekly
Data is backed up monthly

No data back ups are performed
Comments: The facility backup data at a minimum once per week.

34 Is the data backup stored offsite and encrypted? (Select all that apply)

Data backup is stored offsite
Data backup is encrypted

Data is not stored offsite nor encrypted
Comments: The backups are saved on HDD that are not stored in the same location as the original data to

protect the data in the event of a disaster happen to the facility and the backups were encrypted.

35 Is there a written procedure to address returning equipment slated for disposal back to IT?

® Yes

No
Comments: There is a written procedure "HCNS-QC-003 date 25.08.2023, page 04" to address returning

equipment slated for disposal back to IT.

Conveyances and Instruments of International Traffic 100%

36 Does the facility load trailers/containers or Instruments of International Traffic (IIT)?

® Yes

No

Comments: Cargo handling and shipping process including container loading is conducted at the facility location.

37 While in the facility's control are containers stored in a secured manner whether on-site
or off-site? (Select all that apply) Please attach photo of each applicable area.

Container/trailer storage area is free from personal vehicle parking and any }Q
other storage PDF
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Container/trailer storage area is secured and/or monitored (please describe) 119.pdf
Stored, loaded containers/trailers are secured with a seal

Container/trailer storage does not meet minimum security requirements
Comments: All loaded containers stored for any period of time are closed and secured with security seal.
The container storage area:
- Free from personal vehicle parking
- Secured with a fence and CCTV in place

- Monitored by security guard

38 None Were you able to observe a container inspection in process or a previously completed
container inspection via CCTV recordings?

® Yes
No

Comments: The auditor able to observe a container inspection in process and a previously completed container

inspection via CCTV recordings.

39 Is there a written procedure in place to inspect the security integrity of a container or

trailer prior to loading?

® Yes

No
Comments: Documented procedure "PVT-HD.015 date 04.08.2022" in place to inspect the security integrity of a

container / trailer prior to loading.

40 Is there a documented, comprehensive inspection of a trailer/container conducted prior to
loading of the container? (Select all that apply)

Checklist is utilized (please attach photo of checklist) }Q
Size of container notated

Container number notated

Q0B
|
I

Name of person performing the inspections included on checklist
Date and time of inspection notated

Floor and roof of container intact no holes or leaks notated
Outside walls free of damage notated

Undercarriage checked for damage

Inspection for invasive species (eggs nests, dirt seeds) included

S008

No inspections completed or documented
Comments: The facility utilizes inspection checklist that to record details:
- Container number;
- Name of person conducting inspection;

- Condition of floor, roof, outside walls, undercarriage; and
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- Inspection for pest contamination (eggs nests, dirt seeds).
- The size of container.

- Date of inspection.

However: The time of inspection was not noted.

The inspection checklists retained in paper and proper kept by shipping team.

CAPA Assigned 2024/07/24 | Due Date 2024/09/22 [ Included in scoring ]
CAPA: Establish a written policy to document the inspection of the trailer/container.

Please provide summary of when and how the corrective action was completed/ implemented in the comments
section. Please also upload a copy of a blank checklist and a completed one for review.

CAPA Guidance: The procedure must include at a minimum:

- checklist can be either paper or electronic

- size of container

- container number

- name of person conducting inspection

- time and date of inspection

- condition of the following: floor, roof, outside walls, undercarriage, Inspection for pest contamination (eggs nests,
dirt seeds) included

- Container/Trailer/Instruments of International Traffic (IIT)number

CAUTION: Selecting option "Will not implement/ will not comply with corrective action request" is indicating that
you acknowledge that your final score for this question will lose points and may be negatively viewed by SCAN
Members.

(® Already implemented
PDF

Will not implement/ will not comply with corrective action request

Comments: We have established Checklist No. PVT-BM.032 (see attached file) including:

- size of container

- container number

- name of person conducting inspection

- time and date of inspection

- condition of the following: floor, roof, outside walls, undercarriage, Inspection for pest contamination (eggs nests,
dirt seeds) included

- Container/Trailer/Instruments of International Traffic (IIT)number

Acceptance Comments: Accepted

41 Are photos and/or CCTV videos taken during the container/trailer loading process?
(Select all that apply)

Photos are captured
Video is captured

No visual documentation is recorded
Comments: Photos of container loading are taken, including before, during and after cargo loading.

CCTV videos are captured during cargo loading process to a container.
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42 Does the shipping area use equipment to conduct a 7-point container inspection? (Select
all that apply) Please attach photo of all equipment used to conduct this container inspection.

Measurement tool P
Mirrors for undercarriage

Tap test tool

Container Interior cleaning tool

No tools available/tools do not meet requirements
Comments: The facility uses equipment to conduct container inspections, this includes:
- Tape measure
- Mirror for inspecting vehicle undercarriages.
- Hammer to test walls

- Broom to sweep the inside of the container.

43 Are container inspections conducted in a secure area and in view of CCTV cameras?
(Select all that apply)

Trailer inspection area is visible on CCTV
Inside of trailer/container is visible from tail to nose on CCTV
Inspections are conducted in a secured area

Inspections are not captured on CCTV nor in a secured area
Comments: The inspection of a container is conducted in secured ground shipping area and the CCTV can

observe the entire inspection area, but camera can not view the inside of container from tail to nose.

CAPA Assigned 2024/07/24 | Due Date 2024/09/22 (| Included in scoring |

CAPA: This is a best practice. Please consider establishing a process where the trailer/container inspections are

supervised and/or captured on CCTV. Please supervise inspections or capture inspections on CCTV showing tail to
nose views.

If you have already implemented, please describe in the comment section when and how you completed the
corrective action or implemented the process, and upload the photographic evidence of completion. Otherwise,
please comment that you acknowledge your consideration of implementing this process in the future.

CAPA Guidance: The inspections must be conducted in a secured area. The said policy should include at a
minimum:

- All container/trailer inspections must take place in an access controlled area and recorded on CCTV

- Video must capture entire secured area, and inside of container/trailer from tail to nose

(® Already implemented
PDF

Acknowledged - Will consider implementation in future Dot
43.pdf

Comments: We have established Security Policy and Procedure No. MR-CS.002 issued July 25, 2024 (pages 18 &
19, section B) which includes: All container/trailer inspections must take place in an access controlled area and
recorded on CCTV. Video must capture entire secured area, and inside of container/trailer from tail to nose (see
attached image)

Acceptance Comments: Accepted per comments and evidence.
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44

45

46

47

48

Already implemented

Acknowledged - Will consider implementation in future

43.jpg
Comments: We have established Security Policy and Procedure No. MR-CS.002 issued July 25, 2024 (pages 18 &

19, section B) which includes: All container/trailer inspections must take place in an access controlled area and
recorded on CCTV. Video must capture entire secured area, and inside of container/trailer from tail to nose
Reopen Comments: Please upload a captured CCTV photo of inside of trailer/container being visible from tail to
nose on CCTV for review to get full score. Otherwise, please select "Acknowledged - Will consider implementation

in future".

Does the facility maintain training records indicating which employees are trained to
perform a 7-point container/trailer inspection?
® Yes
No
Comments: The training records showing employees are trained on container / trailer inspections.

The recent training classes provided in 01.06.2024 and there 38 people participated to training.

Material Is there a procedure where management or supervision conducts follow up inspections?

® Yes

No
Comments: The management level personnel conduct follow-up inspections to ensure container inspection

processes are properly followed. The review is documented and done on 13.07.2024.

Are container/trailer inspections supervised?
® Yes

No

Comments: It's noted that container / trailer inspection process is being supervised by security staff and that

supervisors also sign the inspection checklist.

Does the facility directly contract transportation service providers for any of their customers
or business partners?

® Yes

No
Comments: The facility directly contracted with 03 logistics company to transport cargo from facility to final

container yard.

Does the facility have a written procedure to require confirmation of arrival at

destination (container yard or freight forwarder's location) for items shipped?
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Yes

® No

Comments: The facility no have a written procedure to require confirmation of arrival at destination (container

yard or freight forwarder's location) for items shipped.

CAPA Assigned 2024/07/24 | Due Date 2024/09/22 [ Included in scoring ]
CAPA: This is a best practice. Please consider developing and implementing a container trailer tracking process.

If you have already implemented, please describe in the comment section when and how you completed the
corrective action or implemented the process, and upload the photographic evidence of completion. Otherwise,
please comment that you acknowledge your consideration of implementing this process in the future.

CAPA Guidance: The said process should include:

- how to confirm items shipped arrive at container yard/freight forwarder's warehouse/location

- examples include but not limited to:

- requiring confirmation via phone of cargo arrival at destination from driver or carrier dispatch

- tracking shipment via GPS

Comments section must include actions completed or to be taken. If attaching a document, please explain which

page will be the start of your process.
(® Already implemented

Acknowledged - Will consider implementation in future

48.pg
Comments: We have established Security Policy and Procedure No. MR-CS.002 issued on July 25, 2024 (page 21,

section 3.9.2) including:

- requiring confirmation via phone of cargo arrival at destination from driver or carrier dispatch
- tracking shipment via GPS

Acceptance Comments: Accepted

49 What tracking technologies does the facility require to be used by the contracted

transportation company to confirm cargo arrival?
(® GPS carrier controlled
GPS shipper controlled
Cell phone check by carrier dispatch
Cell phone confirmation by driver
Other

No tracking technologies used
Comments: The factory has written agreement with transport service company requiring GPS is used to track all

cargo shipments depart from facility to final container yard.

50 Where possible, are transit routes from the facility to the port or next destination

location randomly changed to minimize predictability?
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51

52

53

(® Yes

No

Only one route is available
Comments: The shipment schedule and routes are made by shipping team and the transit routes from the facility

to final destination and container yard are randomly changed.

Does the facility provide written instructions to transportation service drivers detailing

that only required stops are permitted? ( i.e. inspections by governmental agencies, refueling etc.)

Only select NA if this facility is strictly leveraging only small packages via consolidator carriers.
® Yes
No
NA

Comments: The facility provides to transport service company a written in-transit map instruction, which require

that only permit to stop at designated points and locations. The recent instruction was delivered on 25.08.2023

Does the facility document driver information for arriving and departing material

movements? (Select all that apply)

Driver log is maintained (please attach photo of driver log in use) )\Q
Tractor number listed

Container/trailer number listed

Photo ID required of drivers

Carrier name

Date

Arrival Time

Departure Time

Seal verification information for container/trailer departure

SECHC RN RNl

No driver log available
Comments: The facility security procedure requires drivers to present government-issued ID card to verify their
identity. The facility utilizes logbooks to document details of drivers and vehicles for cargo arrival and departure,
which includes:
- Date, arrival and departure time;
- Driver name and ID card number;
- Tractor number; logistic company / carrier name;

- Container number and seal humber.

Does the facility ship less than container load (LCL)?

Yes

® No
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Comments: The facility has not conducted LCL and cargo truck shipment from facility to the final destination

55 Does the facility make air shipments?

Yes

® No

Comments: The facility has not conducted air shipments.

57 Does the facility make any shipments in open top, open sided, ventilated (livestock), soft
sided containers?

Yes

® No
Comments: The facility does not make any shipments in open top, open sided, ventilated (livestock), soft sided

containers.

59 Are international shipments sealed with an ISO 17712:2013 compliant high-security seal
immediately after a container or trailer is loaded?

Only select NA if this facility is strictly leveraging only small packages via consolidator carriers.

@ Yes (please attach photo of ISO approved seal utilized) }a
PDF
No
198.pdf
NA

Comments: Containers for international shipments are secured immediately after loading with an ISO 17712:2015
compliance high-security seal.

60 Does the facility have written and verifiable procedures to ensure that security seals are
controlled? (Select all that apply)

Only select NA if the seals are provided by a 3rd party such as a consolidator or carrier.
Policy is written (please attach photo of applicable section of procedure) k
Seals are secured in storage
Specific employees are listed who have access to seal storage
No written policy is available

NA
Comments: Documented security procedure "PVT-HD.016 date 01.07.2024" in place to control security seals, this
includes:
- Seals are managed by assigned shipping staffs, and authorized persons have access to seal storage listed.
- Seals are kept and stored in locked cabinet at shipping department.
- Sealing process conducted by designated shipping staff.

Agricultural Security 100%
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61 Does the facility remove dirt and other debris from containers' exterior prior to loading?

Only select NA if this facility is strictly leveraging only small packages via consolidator carriers.

® Yes

No
Dirty or damaged containers are refused

NA

Comments: The facility conducts dirt and other debris removal from container's exterior prior to cargo loading.

62 Does the facility have a procedure to inspect and review evidence of pest access such as
baited traps, periodic extermination, and removal of debris from shipping and storage facilities?
® Yes
No
Comments: The facility has a procedure that to controls of pests include the use of bait stations, regular
extermination and removal of debris storage and cargo shipping areas.

Observed that container storage / cargo loading areas are free from trash, bugs, food.

63 Is wood packaging material heat treated or fumigated to kill pests and limit the potential
for introduction of pests at the container stuffing location? (Select all that apply)

Only select NA if the facility is not using wood packing material.

Only heat treated or otherwise treated packaging material is utilized at this location

Origins of all wood used in the manufacturing process is documented and provided to the
receiver

Factory cannot detail how wood packaging material is treated prior to utilization

8 NA

Comments: The facility is not using wood packaging materials at the facility.

64 Are wood products or materials utilized in the manufacturing or packaging process
identified by source and species?

Only select NA if the facility is not using wood products or packing material.
Yes

No

® NA

Comments: The facility not have wood products or materials utilized in the manufacturing or packaging process.

65 Are wood pallets used in the shipping process heat treated or fumigated to kill pests and
limit the possible introduction of pests at the loading facility? Are pallets stored inside the facility to limit
the exposure to seeds, dirt and other forms of contamination? (Select all that apply)
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Only select NA if the facility is not using wood pallets.
Pallets are heat treated or fumigated

Pallets are marked with a heat treated stamp or a Phytosanitary inspection certificate is issued
with each pallet delivery

Pallets are stored inside the building
Pallets are observed stored outside and on the ground
Pallets are not heat treated nor fumigated

NA
Comments: The wood pallets used in the shipping process heat treated and fumigated to kill pests and limit the
possible introduction of pests at the loading facility.

The pallets stored inside the facility to limit the exposure to seeds, dirt and other forms of contamination.

Seal Security 100%
66 Are security seals stored in a secured location?

Only select NA if the seals are provided by a 3rd party such as consolidator carriers.

@ Yes (please attach photo of seal storage location) }Q
PDF
No
198.pdf
NA

Comments: The high security seals for international shipment that provided by the carrier are kept and stored in

locked cabinet that cannot be easily removed from an area.

67 Does the facility have documented test reports or statements from the seal vendor to
validate that the seals utilized meet the most recent ISO 17712 criteria?

Only select NA if the seals are provided by a 3rd party such as consolidator carriers.

@ Yes (please attach photo of test report) }Q
PDF
No
198.pdf
NA

Comments: The facility maintains documented certificate / test report of security seal to validate the high security
seals utilized for international shipments are meet with ISO 17712:2015 criteria.

68 Is there a procedure in place requiring management level personnel to conduct periodic
audits of the seal inventory, seal log, and shipping documents and conveyances to validate that the seal

controls are being followed. All steps must be documented. (Select all that apply)

Only select NA if this facility is strictly leveraging only small packages via consolidator carriers.
A written procedure is available

Audits are conducted
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Audits are documented
No written procedure or practices are in place

NA
Comments: A security procedure "SEQP-QT.004 date 25.05.2024" in place regarding with management personnel
conducts audits of security seal controls to verify that security measures are being followed.
The recent review conducted on 28.06.2024 and documented review showed it has been done by Senior Shipping
Manager and Facility Director.

69 Describe the facility's seal application process. (Select all that apply)

Only select NA if this facility is strictly leveraging only small packages via consolidator carriers.

VVTT process included in seal application procedure

Secondary testing and validation is checked by supervisors or security guard at time of exit from
the facility

Seal numbers are written on shipping documents
Testing procedure recorded on CCTV footage

Seal numbers are communicated or otherwise transmitted to the consignee

S0 N

Facility is advised when seal numbers are changed prior to departure from port of origin

NA
Comments: The seal application process includes:
- All high-security seals are affixed properly to containers and are operating as designed VVTT process
- Secondary tests are performed by security guards before shipments departure the facility.
- Seal number properly written on shipping documents
- Communication of seal humber with the consignee and facility be advised in case of seal number changed prior to
departure from post of origin.

Observed that testing process of seal recorded on CCTV footage.

Procedural Security

70 Is the area adjacent to the shipping and receiving areas enclosed or otherwise

monitored?
@ Yes (please attach photo showing enclosure and/or monitoring method)
PDF
No

240.pdf
Comments: Perimeter wall and fence in place to enclose the cargo handling area and storage facilities. There
security guard in place to monitor cargo and cargo handling areas.

v Is a written procedure in place to report unauthorized access to a container or a trailer,
and/or product storage areas within the facility including whom to notify?

@ Yes (please attach photo of applicable section of procedure)
PDF
No
240.pdf
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Comments: The facility has documented procedure "MR-CS.002 date 25.08.2023 clause 3.8 page 17" that to
report facility management and security officers any unauthorized access to restricted areas including containers,

final packing and product storage areas.

72 Is a written procedure in place to monitor and limit access to critical operational areas of
the facility, such as warehouse picking, final packing or packaging, shipping and receiving?

@ Yes (please attach photo of applicable section of procedure) A

PDF
No
240.pdf

Comments: The facility has s documented procedure "MR-CS.002 date 25.08.2023 clause 3.5 page 14 and 3.7

page 16" that to limit access to restricted areas including product storage, final packing and shipping areas.

73 Is a written procedure in place that requires all information used in the shipping
documents for merchandise/cargo to be legible, complete, and accurate?

@ Yes (please attach photo of applicable section of procedure) }Q
PDF
No
240.pdf

Comments: The facility has documented procedure "PVT-HD.01 date 16.07.2021" that outlining measures to
ensure the legibility, completion and accuracy of cargo shipping documents.

74 Is a written procedure in place to resolve a carton count shortage, overage, or any
documentation issue found during container or trailer loading; or after the shipment has departed the

facility?
@ Yes (please attach photo of applicable section of procedure)
PDF
No

240.pdf
Comments: The facility has documented procedure "MR-CS.002 clause C, page 19 date 25.08.2023" that to
resolve carton count, cargo shortages, overages and shipping documentation issues during the loading process and
in transit.

75 Are international shipments marked, counted, weighed, and properly reported on
shipping documents?

@ Yes (please attach photo of applicable documentation)
PDF
No
240.pdf

Comments: The cargo shipments are being marked, counted weighed, and properly reported on commercial
invoice and bill of lading.

76 Is a written procedure in place that restricts access to shipping and receiving

documentation?
@ Yes (please attach photo of applicable section of procedure)
PDF
No

240.odf
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Comments: The facility has documented procedure "MR-CS.002 clause 3.5, 3.7, 3.8...date 25.08.2023" regarding
with access to shipping documents, and that access restricted to only authorized persons and individuals who

create, process, and use them.

77 Are pre-printed paper documents/forms used to prepare commercial documents and
properly secured?

(® Pre-printed documents are secured
Pre-printed documents are not secured

Pre-printed paper documents are not utilized
Comments: Pre-printed papers used to prepare commercial documents are kept in locked drawer and properly
controlled.

78 Are shared network printers password protected when used to prepare export
documents?

Only select NA if there are no shared network printers being utilized.
Yes
No

® NA

Comments: The Import-Export Department uses a separate printer to print related documents.

79 Are commercial document packets sent with the shipment at departure? Please explain
process.
® Yes
No
Comments: Document packets either hard copy or electronic are sent with shipment at departure once

information is verified as correct.

80 Is a written procedure in place to notify local law enforcement and the customer when
illegal shipping activity or any abnormality is suspected or detected?

@ Yes (please attach photo of applicable section of procedure)
PDF
No
240.pdf

Comments: The facility has documented procedure "01/2022/QT-AM date 02.01.2022" that to notify custom
administration, customer and other local law enforcement in case of illegal shipping activity or abnormality detected
or found.

81 Are access control procedures and devices used to ensure that only authorized employees
have access to the facility?

@ Yes (please attach photo of applicable documentation section and device)
PDF
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No 240.pdf

Comments: The facility has security procedure "MR-CS.002 - Chinh sach va quy trinh an ninh date 05.25.2023
caluse 3.3 page 11" that to control the facility entrance and exit of employees. Employees ID badge is required for
positive identification at points of entrance and exit.

82 Is there a procedure in place to notify Business Partners of security issues such as

attempted theft, fraud or internal conspiracies?
@ Yes (please attach photo of applicable section of procedure) }Q
No

Comments: The facility has documented procedur "MR-CS.002 - Chinh sach va quy trinh an ninh date 05.25.2023
caluse 1.6 page 4" that to notify to business partners security issues include attempted theft, fraud or internal

conspiracies.

83 Does the shipping department validate the freight being loaded against the Purchase
Order prior to departure?

® Yes

No
Comments: Departing cargo / freight being loaded are verified against purchase or delivery orders by shipping

team.

84 Critical Is a written procedure in place to control the issue, removal, and changing of access
devices such as ID badge, door and lock keys, access cards, and security alarm codes?

@ Yes (please attach photo of applicable section of procedure)
PDF
No
240.pdf

Comments: The facility has documented procedure "MR-CS.002 date 25.08.2023 caluse 2.1 page 6" that to
control the issuing, removing and changing of ID badge, lock key, access card to employees (permanent, new hire

and temporary and when employment ended). They do not use sercurity alarm codes.

85 Do you have dedicated security staff/guards on site?
® Yes

No
Comments: The facility has dedicated security guards on site.

86 Are written job descriptions in place outlining the roles and responsibilities of security staff
or staff performing dual roles that include security functions?

® Yes

No
Comments: A security procedure "BV-DMCV.001-005 date 01.10.2018" in place regarding with roles and

responsibilities of all security staffs, and security guards.
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87 Does the facility require the security staff or contractors to “patrol” the facility during off
business hours and “patrols" are documented either with CCTV surveillance, electronic recordings or with

paper check lists?
Patrols are required; documented electronically or via CCTV
@ Patrols are required; documented via paper only
Patrols are required; no documentation available
Patrols are not required nor documented

Comments: The facility security procedure requires security guards to patrol the facility at all times of day. The

patrols are documented through paper check lists.

88 Does management verify compliance with security company work instructions and policies?

® Yes
No

Comments: It's noted that the reviews of compliance with security work instructions and policies are conducted
by management team. Any discrepancies found are required corrective actions.

Physical Security

89 Is there a designated employee and visitor vehicle parking area separate from the
shipping and receiving area?

@ Yes (please attach photo of applicable area)
PDF

No
282.pdf

Comments: The facility has designated parking areas for employees and visitors separate from the shipping /
receiving area. Observed that:

- Signs posted at designed parking area

- No personal vehicles park in shipping / receiving area.

90 Are appropriate controls in place to segregate domestic goods from goods intended for
international shipment?

® Yes
No

Comments: The cargo is segregate by fencing or stored in separate areas based on domestic and international
goods.

91 Is a preventative maintenance procedure in place that requires a regular inspection of
perimeter fencing or other barriers, buildings, and structures? (Select all that apply)

Procedure is written
Regular inspections are documented

Preventative maintenance logs kept
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Nothing in place

Comments: A security procedure "HCNS-QC-003 clause 3.2 page 11 date 25.08.2023" in place regarding with
regular inspections of facility's building and infrastructure, and preventive maintenance and repair conducted
immediately in case of damage is discovered.

Regular inspections and maintenance are retained in written.

92 Are there any barriers to limit the ingress and egress to the facility by vehicles and
personnel? Please attach photos of applicable areas.
Physical barriers }Q

PDF
Environmental barriers

N

2.pdf

@ Combination of Physical and Environmental barriers

No barriers
Comments: The facility has barrier and environmental at the main entrance gate and around factory controlling

vehicle and personnel access. Security guards are presented when barrier open.

93 Are gates locked or otherwise secured when not in use?

Only select NA if gates are not present at the facility.

@ Yes (please attach photo of applicable areas) }a
PDF
No
282.pdf
NA

Comments: The gates and doors at restricted areas are closed when not in use. Security guard and CCTV

cameras in place to monitor access of employees.

94 Does the facility have sufficient lighting at entrances, exits, cargo handling and storage
areas, along fence lines, and in parking areas to detect movement during periods of darkness?

® Yes

No
Comments: The facility has sufficient interior and exterior lighting system cover at entrances, exits, cargo
handling, storage, loading/unloading areas and along fence lines, and in good condition that able detect movement

during periods of darkness.

g5 Which of the following security technologies does the facility incorporate as part of its
systems and controls? (Select all that apply)

CcCcrv

Access Control

800

Security Alarm
Other Technologies Used

None

bsi.connect Page 32 of 45

screen


https://scrisksolutions.com/WEBAPI/api/GetFile?BaseAssessmentAnswerTempUrl=%5CAssessmentAnswers%5C17160496%5C282.pdf&BaseAssessmentAnswerTempName=282.pdf&filePath=%5CAssessmentAnswers%5C17160496%5C282.pdf
https://scrisksolutions.com/WEBAPI/api/GetFile?BaseAssessmentAnswerTempUrl=%5CAssessmentAnswers%5C17160496%5C282.pdf&BaseAssessmentAnswerTempName=282.pdf&filePath=%5CAssessmentAnswers%5C17160496%5C282.pdf
https://scrisksolutions.com/WEBAPI/api/GetFile?BaseAssessmentAnswerTempUrl=%5CAssessmentAnswers%5C17160497%5C282.pdf&BaseAssessmentAnswerTempName=282.pdf&filePath=%5CAssessmentAnswers%5C17160497%5C282.pdf
https://scrisksolutions.com/WEBAPI/api/GetFile?BaseAssessmentAnswerTempUrl=%5CAssessmentAnswers%5C17160497%5C282.pdf&BaseAssessmentAnswerTempName=282.pdf&filePath=%5CAssessmentAnswers%5C17160497%5C282.pdf

Comments: The facility incorporated security technology system includes:
- Closed-circuit television (CCTV)

- Access card

- Security alarm devices

The facility not utilizing:

- Other security technologies

CAPA Assigned 2024/07/24 | Due Date 2024/09/22

CAPA: Establish a written procedure that requires security technology is installed including the types of
technology.

- If you have already implemented, please describe in the comment section when and how you completed the
corrective action or implemented the process. Please attach a photo of the process with the title and description of
document.

- If you will implement, please provide your corrective action plan and the timeline (future date) for completion and
implementation of the process in the comment section.

CAPA Guidance: SCAN's expectation is to install CCTV, security alarms and access controls such as gates, security
staff, etc. at the facility.

Comments section must include actions completed or to be taken. If attaching a document, please explain which

page will be the start of your process.

CAUTION: Selecting option "Will not implement/ will not comply with corrective action request" is indicating that
you acknowledge that your final score for this question will lose points and may be negatively viewed by SCAN
Members.

(® Already implemented
PDF

Will implement

(s}

>.pdf

Will not implement/ will not comply with corrective action request
Comments: We have used security technology: installed CCTV cameras, security alarm systems and security
guards to control the entrances (see CCTV layout diagram)

Acceptance Comments: Accepted

a6 Do you have written procedures governing the use of the security technology?

® Yes
No
Comments: A documented procedure "HCNS-QC-003 date 25.08.2023" in place in regard with management of

the use, maintenance, and protection of security technology.

97 Was security equipment installed by a licensed/certified contractor?
® Yes

No

Comments: CCTV camera system from HIKVision, and is installed by a licensed vendor.
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98 Do you have maintenance contracts in place for your security systems?

@ Yes, current contracts are in place

No current contracts in place

Comments: The facility contracted with a certifed vendor to maintain CCTV camera system. Contract is in place.

g9 Are Critical Security Infrastructure locations secured and authorized access limited to only
those whose jobs require access?

® Yes
No

Comments: The CCTV control system is restricted access to high level management and other authorized
personnels with job function require.

100 In the event of a power outage, does the facility have an alternate electrical power

system to ensure uninterrupted operation of electronic security systems?

Only select NA if there are no electronic security systems.
® Yes
No
NA

Comments: There generators are in place operated as alternative electrical power source during a local power
outage to support lighting and CCTV system.

101 Is a CCTV system used to monitor the facility and premises' including entrances, exits,
cargo storage, shipping, packing and other loading/unloading areas? (Select all that apply)

All entrance(s) / exits
Cargo storage / shipping
Loading / unloading area(s)
Packing area

Perimeter

S080800

CCTV coverage in additional areas. (Please describe in comments)

No CCTV
Comments: The CCTV cameras able to monitor the facility premise, covering: loading and unloading areas,
packing and final product storage, and perimeter fencing, entrances/exits.

The cameras coverage in production, office, vehicle parking and CCTV room.

102 Does your CCTV system have a failure alarm that indicates when the system is off line
or no recording is underway?

® Yes

No
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103

104

105

106

107

108

Comments: The CCTV system have failure alarm function in even of the system is offline by generating sound.

Does the CCTV system run 24 hours per day 7 days per week?

@ Yes (please attach photo of applicable area)
PDF

No
282.pdf

Comments: Observed that the CCTV system operating and recording continuously in 24 hours a day and 7 days a

week.

Is the facility's CCTV system recording at the highest quality picture setting available?

® Yes

No
Comments: Observed that the CCTV system recording is at the highest quality picture, FHD Mode.

Does the facility's management team conduct random and documented reviews of CCTV
footage periodically to ensure security procedures are being followed?

® Yes

No
Comments: It's noted that review of CCTV footages is conducted by high level management personnel, the
checklist showed the review done by Senior Management.

How many days are CCTV recordings kept?

(® 90 or more days
45 - 89 days
30 - 44 days
Less than 30 days

Recordings not retained
Comments: CCTV recording kept from 05.04.2024

Do employees display their ID badge at all times while at the facility?
Yes
(® 1IDs carried but not displayed
No

Comments: Observed that some employees carry ID badge according to regulations but not displayed.

Is a written procedure in place to require visitors to present photo identification upon
arrival and have security or other authorized employee record their information in a log? (Select all that

apply)
Written procedure is available
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109

110

m

12

13

Photo ID are checked
Visitor Log is utilized

No written process is in place
Comments: The facility has documented procedure "MR-CS.002 date 25.08.2023 clause 3.3, page 11" regard with
visitor access that includes requiring government-issued ID card presented to security guard or other authorized
employees to identify the visitor. Details of visitor such as date, arrival time, visitor name, ID numbers recorded in a
logbook.

Is a written procedure in place to inspect a visitor's bag before entering and leaving the
manufacturing, production or shipping area of the facility?

® Yes

No
Comments: A documented procedur "MR-CS.002 date 25.08.2023 clause 3.3, page 11" in place that requires

upon arrival and exit of facility all visitor's bags are being checked by guards or other authorized personnel.

Is a visitor issued a numbered visitor badge which is displayed or carried while at the
facility?

@ Yes (please attach photo of applicable item) }Q

PDF
No
282.pdf

Comments: Visitors are given facility-issued visitor badge and carried during the time at the facility.

Is a visitor escorted at all times while at the facility?
® Yes

No

Comments: Facility security policy requiring all visitors are escorted by management or other authorized
employee while at the facility.

Is a written procedure in place to inspect packages prior to distribution?
® Yes

No
Comments: The facility has documented policy "HCNS-HD.008 date 25.08.2023" that to inspect mail and other

packages upon arrival for contraband.

Are hazardous materials or high value goods segregated when stored at the facility?

Only select NA if there are no high value or hazardous material items at the facility.
Yes

No

® NA
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Comments: There are no high value goods and hazardous material items kept or stored at the facility.

Personnel Security 100%

N4

15

16

n7

Does the facility have a written procedure in place to validate information provided on an
employment application, such as an address, previous employment history, education, personal or
professional references, and a certification? (Select all that apply)

Policy is written

Education check

Reference check

Previous employment check

Nothing in place
Comments: Facility has documented procedure "HCNS-QT.001 date 01.11.2020" recruitment that to validate
employment application information, this includes: checks of address, previous employment history, education, and

personal/professional references.

Are permanent and temporary job applicant(s) required to submit a written application for
employment and provide proof of their identity? (Select all that apply)

Written application required

Government issued ID required
Comments: The facility personal security requires job applicants to submit a written application and provide a

copy of government issued ID card.

If allowed by local law, is a written procedure in place to perform a background check on
an applicant and employee who works in a sensitive area of the facility, such as personnel, shipping,
computer systems, or contract employees?

Only select NA if not allowed by local law.
(® Yes, written procedure is in place
No procedure is in place

NA
Comments: A documented security procedure "HCNS-QT.001 date 01.11.2020" in place to perform a background

check for new hire and current employees who works in a sensitive area of the facility.

Which type of check is conducted? (Select all that apply)

Criminal Check
Credit Check

Other
Comments: The criminal check on an applicant and employees is conducted as part of the employee background

screening. The facility not requires to check credit status and other.
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Security Training & Threat Awareness 100%

18

119

120

121

Is a security threat awareness training provided to all new employees and an annual
refresher course for current employees? (Select all that apply)

Training program in place

Training logs are kept to insure required personnel attend the training
Management personnel randomly reviews documentation

Training provided annually for all employees

Training provided for new employees

There is no Threat Awareness training in place
Comments: The facility has training program that outlining threat awareness training classes provide initial
training to new hire and refresh training to all employees on annually.
The recent training classes on 09.07.2024 and its logs are kept recording attendant, and it's noted facility

management level randomly review training documentation.

Must Does security threat awareness training cover security-related issues?
® Yes

No

Comments: Threat awareness training cover important security related-issues.

Is there an evaluation of understanding included at the end of a training session? (Select
all that apply)

Evaluations are conducted
Retraining is required if a successful score is not achieved

No evaluations are conducted
Comments: The evaluation of understanding is performed at the end of a training session and a minimum score

is not achieved then retraining is required.

Does the facility provide training to employees who conduct security and agricultural
inspections? (Select all that apply)

Training material lists specific requirements
Training logs list employees working in this area

Training provided annually for existing employees with this job function

0080

Training provided for new employees with this job function
No training logs for this specific criteria

No training material for this specific criteria
Comments: The facility provides training classes specialized for job positions to related employees (newly hired
and existing employees) who conducting security and agricultural inspections. Training materials outline specific

criteria and training logs showed date of training, names of attendees.
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122 Does training include security criteria for restricted areas of the facility such as final
packing, shipping and receiving? (Select all that apply)

Training material lists specific requirements
Training logs list employees working in this area

Training provided annually for existing employees with this job function

SQ80A

Training provided for new employees with this job function
No training logs for this specific criteria

No training material for this specific criteria
Comments: The training classes on supply chain security provided to new hire and existing employees, recently
on 03-04.06.2024, including security criteria for final packing, cargo shipping and receiving areas. There are 180
staffs attended (combine for all sensitive areas)
Training materials outline specific criteria and training logs showed date of training, names of attendees.

123 Does Threat Awareness training inform employees of procedures to report suspicious
activity or a security incident?

® Yes

No
Comments: The threat awareness training included a section of procedure for reporting suspicious activity and

security incidents.

124 Does Threat Awareness training provide additional instruction to shipping and receiving
employees regarding access controls, container and trailer inspection, and security seal control

procedures? (Select all that apply)
Training includes shipping & receiving controls
Training includes how to conduct container/trailer inspections
Training includes container/trailer sealing practices
Training includes how to control seals

No specific additional training is in place for shipping & receiving personnel
Comments: The threat awareness trainings that provide to employees relating to cargo shipping and receiving
processes have a section of specific instructions pertaining to shipments include container loading, container

inspection, security seals and concerned issues.

125 Does the training program include Threat Awareness, Contraband, Human Smuggling and
Terrorism?

® Yes

No
Comments: Security training program and security awareness trainings included threat awareness, identifying

signs of human smuggling, contraband and terrorism.
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126 Does the facility have a program to recognize an employee when reporting a security
incident or recommending improvements?
® Yes
No
Comments: The facility has recognition program to employees reporting a security incident or improvement by

promote an incentive bonus.

127 Does training include identifying pest contamination?
® Yes

No

Comments: The agriculture contamination specific trainings included identifying pest contamination.

128 Is there a documented training outlining the risks of Cybersecurity?

® Yes
No

Comments: Security training documents and associated training materials outlining risks of cybersecurity.

129 Describe the front of the factory building including any signage. Please attach a picture.

No options available }Q

282.pdf
Comments: The main entrance gate is secured close with physical security barrier. Company signage located and

displayed at the gate of the facility.

130 Describe the guard station and facility access gates. Please attach a picture.

No options available }Q

282.pdf
Comments: The guard post located at main entrance, and there always security guards in place all time to control
and monitor the entrance and exit the facility.

131 Describe the buildings and structures for this location. Please attach a picture.

No options available }Q

282.pdf
Comments: All buildings of the facility are built from pre-engineered steel, bricks, and concrete, they are being
maintained in good conditions and solid enough to resist unlawful entry.

132 Describe the shipping and receiving areas. Please attach a picture.
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No options available ‘

PDF
282.pdf

Comments: The shipping and receiving areas are designed separately from parking lot and manufacturing areas.

The shipping area is enough space for a container loading and maintained in good conditions.

133 Describe how the perimeter of the facility is protected from unauthorized access? Please
attach pictures

No options available }Q

282.pdf

Comments: The perimeter, fense over 2.0-meter-high, lake system, hills and mountains... are surrounding the
facility and there motion detection devices installed to protect from unauthorized access from outside.

134 Describe the final packaging area. Please attach a picture.
No options available }Q

282.pdf
Comments: The final packaging area and product storage secured with physical fencing, monitored by security

guards, and separated from other processing areas.

135 Describe any container storage and vehicle parking areas and please attach picture.

No options available }Q

282.pdf
Comments: The vehicle parking area of the facility is designed separately from the building and other restricted

areas. Unloaded container stopped within the secured shipping ground area.

136 Did the Factory Representative and the Auditor sign the Opening Meeting Letter? Please
attach the signed copy.

® Yes P

PDF
No
418.pdf

Comments: Facility representative and auditor signed the opening and closing meeting document.
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Cyber and Information Technology Security - Question # 29

CHINH SACH VA QUY TRINH AN NINH

SECURITY POLICY & PROCEDURES

khing bac gé-m thin glan ai giil qu'_\."ét vin da
hode rie réi

- Céc tuyén dwdmg vin chuyén tir cdng ty dén
cinz hode vi tri Jifm dén tidp theo dwoe thay d8i
nziu nhidn 48 gidm thidu khi ning dy dodn.

3. Trong gqua trinh giao hing néu oo vin dé gl kho
khin vwdng mic (ket xe, dinh nhau, héng binh
xe...) thi ti xé cha container g0l cho nhin wvién
logistics hojc nhin vidn kish doanh xudt khiu da
dwoc hirdmg din.

3.10 HUGNG DAN AN NINH TAI BO PHAN
IT

1. Mhin vign CNTT tzo "mit khiu" 42 kidm tra va
kidm tra lai e =i 6 dinz nhip vio hé théng mans
ndl b, ding nhip vio cde dir lifu bi mdt hay
khéng. M3t khiu ndv dwoe cung cip cho shin
vign duoe chi dinh nhe: Tredng bd phin, +va chi
dwoc phép ding nhip vio ha Iﬁéng mang ciiz bd
phin minh_ cdn phii cé s cho phép (chip thudn)
ciia Gidm déc néu mudn ding nhip vio hi théng
mang cia mot bo phin Khae.

2. Céng tv véu ciu kifm tra dimh ki m&i 6 thins
481 voi manz ndi bé

3. May tinh, mdy m mang dimg chung (khi dwoe
=it dung 4 chuin bi chimg tir xuit khiu) phai
dwoe bio vé héng mit khéu, cum mit khin manh
(zbro it nhit B 16 ty, bao zém: it nhie 1 ki tr vidt
hoa, 1 ki tyr d3c bigt vi 1 ki tw 56). Mt khin phii
thay d4i 3 thang mét 1in. Cdc cd nhin cé quyvén
truy cdp vao mdyv in mang phdi = dung cde tai
khodn dwoe chi dinh cho time cd nhin mat.

4. Mit khiv phii dwoc bic mit, khéng d2 phin
vidn thong bio cho ngwel khic khi chira dwoc
phép cia Trodng bd phin.

5. Whin vién muén ding nhip infernst phii dwoc
Trxémg bd phan cho phép.

6. Khong sir dung frdi phép email cia cdng ty cho
cde muc dich cd nhan

7. KEhong thing bdo bit ki thémg tin bi mat naa

next destination location randomly changed to
minmmize predictability

3. In the process of delivery, if there 1= any
problem or difficulty (traffic jam, fishtins, whael
is broken...) confainer’s drver should call to
Logistics staff / export salesman for mstruction.

310 SECURITY GUIDELINES AT IT
DEPT.

1. IT staff should creat “passwoerd™ to check and
racornize whether thers 1= somsone who log n
intarnal network system, touch sacret datzs. Thi=
password iz provided to designated personnsl
such as: Head of depts. are allowed to log
network system within therr depts. Omnly, it
should have permitfance (approval) from
Duractor if they want to log m network system of
ancther dapt.

I, Company raguirez periodiczl chackmg per 6
moths for intarnal network

3. Computer, sharad network printars (when uzed
to prepare export documents) are password
protectad, strong passphrases (contains at least §
characters, including: =t least 1 capital latter, 1
special character and | nuwmenec character).
Password should be changed every 3 months.
Individuals with access to natwork printers must
uz2 individually zssigned accounts.

4. Password should be kept secrect, do not allow
staff to inform 1t to other when thers 1= not
parmitted by Head of this dapt.

5. Staffs want to log in infemst should be
allowed by their Head dept.

4. It's unauthorized using company’s email
parsonnel purposes

7. Do not inform any secrect imformation to

cho cde céng ty hodc 461 tae bén ngodt khae néu

Cyber and Information Technology Security - Question # 32
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khong duoc phép cia Gidm dbe

& Khong dwoc phép truy cap khong hop 1 vao ke
thflm,g ndl bd hodc trang web bén ngoai va sao
chép di lifu cia trang web bén ngod: hou 3o may
tinh etia cfng ty, néu cé phai fwoe Gidm d6c chip
nhin. Tit ca nhitng ngirél wi pham phi chiv ede
hinh thite kF ludt hop 1.

9. Eheng che phép ngwdi bén ngoai st dung may
tink cfia céng ty néu khéng dwoe sw cho phép cia
Giam déc.

10. Dt lidn dwoc sao lwe hing nedy d2 trinh thit
thodt di Lidu khi cic may chid ding chung hoie
sin xndt bi xim pham/mit dir lidu. Tt ci cde di
Ligu nhay cam va tuvét mat phin duwge v tnr &
dang m3 hod. Cic thigt bi dimg d& L trir dir lidu
szo hm dwoe bt & nzodi nha may. Sao len dir
ligu vao dim may deoe mem nhr mit co =& “ngoat
w7

11. T4t ci cde thist bi, phin cime, hodc cic thidt bi
IT khic o6 chira théng tin nhay cdm lién quan dén
qui trink xuitwhip khiu phdi dwoc kifm ki
theémg xuvén. Cac thist bi litn quan dén CNTT
dir kidn xir I duoe trd lai cho b phin CNTT dé
loai bS bt kit chi tidt v tii lign kivh doanh nhay
cim nio. Khi bi it ba, ching phii dwoe v sinh
va'hodc b1 pha huy dung cach tuin theo Huons
Din Lam Sach Thiét Bi cia Vién Tiéu Chuin v2
Ciéngz Nghs Quée Giz (NIST) hode céc huwdmg din
cong nghiép phi hop khic.

- Phi Huy e} Cimgz: http:fawastesscurity con/nist-
E0-38-hard-drive-destmacton'

- V& Binh Dharonz Tién Ghi Dit Lidu:

hitps:/fererw nist. govipublicationsmist-special-
publication-B0-38- revizion-1-gmdelines-media-
samitization

12. Tit e3 cdc véu ciu trén phii dree tuin tha
nzhifm tie bai tit ed cde nhin vitn vin hinh mdy
tinh dhrdi s gidm s3t cda b phin IT. Cac thiét bi
4 nhin bao gém cde phionz tign lm trié pher CD,
DVD, thé nhd v & dia USB dimg @2 thwe hién cdc

not allowsad by Dirsctor

8. Do not be anthorized access to internal
systems or external site’s datas and save mto
company’ s computer, if any should be accepted
by Dhrector. All wviclators are  subjeet to
raazonabls diseiplmary action.

9. Do not allow external person use company's
computer if thera 1= not permittance of Director
10. Data iz backed up daily to pravent data loss
when shared or production servers are
compromizedlost. All sensitive and confidential
data must be stored in encrypted form The
devices uszad fo ztore backup dats are stored
outside the factory. Backing up data to the cloud
1s seen as an “offsite™ facility.

11. Al equipment, hardware, or other IT
equipment containing  senzitive  information
related to the mmport'export proces: must be
ragularly mvestoryed. IT related equipment
slated for dizpozal retumed to the IT department
for elmmmation of any sensitive buszness details
and documents. When disposad of, they must ba
properly cleaned and'or destroyved m accordance
with the MNational Institute of Standards and
Technolegy (WIST) Eguipment Cleaning
Guidelines or other appropriate mduostry
sutdalines.

- Diastroy Hard Doive:

hittp:/fewastesecurity conymist-300-E3-hard-
drive-destroction’

- Cleaning Data Logzing hMedia:

https:// o mist. gov/publicationsmist-special-
publication-B0-88- revision-1-gmdalimes-
media-samitization

12. All abowe requirement= should be serious
followed by zll emplovess who operats computer
undar the supervizion of the IT department.
Personzl devices including storage media such a=
CDsz, DVDs, memory cards and USE drives used
to camy out corporate work zre subject to the
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B. KIFM TRA XE TAI / CONTAINER
TRUGC KHI DONG HANG:

1. Cé mét cude kidm tra todn didn 48i
/ container duoc tién hinh tnrde khi xép hing vio
container vol sir tham gia cda 3 bén (bén vin
chuyén, thi kho xodt, bdc v&): (kifm tr= ddi chifu
= container, =6 chi nim pheng, kidm tra 7 didm
nhir toémg trede, bén trii, bén phii, sin trdm /
mii, etz trong / nzodi, bén nzodi / zim xe, kifm
tra cic lodi xim hai (3 trimg, hat bdn)). Saun khi
hoin thinh, cie thinh vién tham gia kifm tra =8 ky
vio bidu miu v hm hd = trong vong 1 ndm.

2. Tromg tnrime hop phit hidn o6 ditu i bit
thwéme, ki Iz thi théng bic cho bd phin logistics
i tie 42 dira 1a phong dn o

3. Tht cd vide kidm tra contaimerromode phii didn

12 trong khu wre an todn of kidm sodt ra vio va

sl o mode

AMY

B. EMPTY TRUCK / CONTAINER
INSPECTION:

1. Thare a comprehensive inspection of a
trailer/container conducted prior to loading of the
container with the participation of 3 parties
{transporter, warshouse keepar, sscurity guard):
{checking to compare truck / contamer mumber,
zeal number, mspect 7 points such as front wall,
left side, right side, floor, ceiling !/ roof, m=ida’
outside door, outside/undercarriage, Inspection
for invasive species (aggs mests, dirt seads))
After finishing, security guard will sign in form
and keep record in 1 year.

2. In case, zomething umasual or strange i=
detected, notify the logisticz department
immediately to come up with a solution;

3. All contamer/trailer inspe: must take

CHINH SACH VA QUY TRINH AN NINH

SECURITY POLICY & PROCEDURES

dwoc ghi lai trén camera quan st Vidso phi:
quay toan bd khu vwe duoe bio vE, bén trong
container/ro mode i dudi dén mii

4. Wige kifm tra comtainer | ro mode dwoc gidm
sdt boi Truémg phong vit tw. Ngwdi gidm =dt ky
tén w30 bidw miu kitm tra 42 dim bio cude kifm
tra o6 gidm sat Cac cnde gidm =it khing kdo
trce diroe tién hanh va zhi lai hé so hr 1 trong
weng 1 ndm.

C. BONCG HANG VAO CONTAINER:

1. Céc hép thinh p}ﬁm cin dwroc kifm tra 42 =0
sinh cde tign chudn v trong lwomg tai danh sdch
déng go1, nhim dim bio khéng cé vit liSu la bén
trong

2. Céc hip thinh phim xuit khiu dwoe d3 trén
pallet va leu trif tai “kho hing xuét khin”; Hing
héa tat kho vire nay dau dwoe ghi chi frén bing &
hé so & tranh tinh trang ship sai miu, nhim PO,

3. Trwde khi mép hing vic container, nhin vién
bio va, thi kho think phim cin kifm tra chéo =8
hromz xudt thuse t8 v linh déng cont va ghi vao
phitu xudt kho. Tit i théng tin trong t3i ligu vin
chuyén hing héa phii r8 ring, 43y 48 va chinh
xde. Cde 15 hing quée t8 phii dwoe dinh diu, dém
cdn va bde cdo chinh xdc trén hoa don thwong mai
va vin don. Trwimg hop o6 sai sét gi vé miu m3i,
55 hromg, thira hode thidu phii dimg béc hing thi

place in an access controlled area and recorded
on CCTV. Video must capture entfite secured
area, and mzide of containerftrailer from tail to
nose.

4. Contamer'trailer inspection is supervized by
the Head of Materials Department Tha
supervizer signs tha inspection form to ensure
the inspection 1= supervized. Unannounced
surveillance 1z condocted and records are kept
for 1 yaar.

C.LOADING GOODS INTO CONTAINER:
1. Finizhed boxs should be check to compare the
standards about weight at packing list, n order to
make sure thera izn't any strange materials inzide
2. Exported bosms are put on pallsts and storad at
“export warehouse™; Goods at thess areas are
noticed on board:s & racords to prevent ship
wrong style, wrong PO,

3. Before loading exported cartons to
container, security guards, representative of
finished carton warshouse should cross check
actual shipping quantity with packing list and
racord mto form control of shipping quantity. All
information usad in the shipping documents for
merchandise/carge to be legible, complete, and
accurate. International shipments marked,
countad, weighed, and properly reported on
commercial involce and bill of lading. In caze
there 1= amything wrong about style no., quantity,

43.jpg
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niem phong contamer / xe t cin thin va thing
bdo cho bé phin bio vé ring containar / xe ti niy
58 & céng ty qua d&m

3. B& phin bio v& phii bb tri newdi tuin fra xme
gquanh nhimg khu vre d3t contamer / xe tai, phat
£hi chép cin thin & cip nhit frang thi vae ha so
an ninh vio cudi ca lim wide.

4. Mgodi ra, contamner / xe ta1 5@ dwoc lou ik tan
khu vire han ché vi khong ai o thé tifp cin nén
khing od zidy phép. Cde nhin vidn bio vé 58 canh
gdc 24/24 gid cho dén khi hang héa duoe vin
chuyén di

3.9 HUONG DAN AN NINH KHI VAN
CHUYEN HANG HOA

3.9.1 QUY TAC CHUNG:

- Cbng tv o6 hop déng voi bén vin tii chuyén
nzhidp

- Tit ci cdc tai lidu lén quan dén viée ziao hing
phai dwoe s &c:mg ¥ cta quan Iy nha miy vi xde
nhin ela cd hai bén szu khi théng tin dwoe xdc
minh dwa trén cdc don dit hing hode gizo hang 12
chinh xde va phai dwoe g eing vol 16 hing kha
khdi hanh (ea thé 13 ban cimg hoje bin dién tF)

- Khu e ke xép hing cin duoe zizm =dt bdi
nhin vién bio v& v hd théng camera

- L& trink vin r_hu}'én zitta bén vin ti & nha mdy
cin diroe xée dinh & thre hidn ding

3.9.2 KIEM SOAT VIEC GIAD HANG BEN
CANG:

1. Nhan wian logistics & tai xE ciz containar =&
chin trich nhidm kifm sodt vide giao hing, cip
nhit trang thii container binz Hi thing dinh vi
todn edu (GPS) va chix ki trong cac 13l Ligu vin
chuyén litn quan. Ehi hinz héa droe vin chuyén
dén bii container/kho/dia difm nhin hing thi tai
%é container phii xdc nhin bing dién thoai cho
nhin vién logisties

sure there 1sn’t suspicious materials, then saal
containar [ truck carefully and inform szcurity
dapt. that this container’ tuck will be
company overnight

3. Becunty dept. should arrange persens to patrol
arcund these areas are located containers ¢
trucks, security szhould record carefully &
updating the status m security’s record at the end
of shift.

4. Besides, contamerttuck would be stored at
rastricted area and no one cam access without
parmit. The sacurity guards would guard 2424
hours until goods shupped.

39 SECURITY CGUIDELINES FOR
TRANSPORTION OF GOODS

3.9.1 GENERAL RULES:

- Company has the contract with professional
tramsport

- All document: comcemmg to deliveriss of
goods  cshould be approved by factory
management & confirmation by both =ides onee
information iz verified bazed on purchass or
delivery orders as correct and must be sent with
shipment at departure (can be either hard copy or
zlactromiz)

- Loading & unloading areas should be
moenitored by security guards & camera system

- The route of transpertion betwrsen fransport &
factory should be determmed & Implemented
properly

3.9.2 CONTROL DELIVERY OF GOODS
TO PORT:

1. Legistics staff & container’s dover will take
razponsibility to control delivery of goods, status
update contziner by Global positionms zystem
{(GP3) and =ignature in related shippmsg docs.

2. Control time, shipping route from company to
port {(Export confainsr shipping diagram):

- From company to Hai Phong port: longest
imtend 480 mimutes
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